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Increasingly, UCCS is using technology to organize, store and access client information.  University Counseling & Consulting Services is a HIPAA compliant organization and is required to comply with HIPAA regulations for securing Electronic Personal Health Information (EPHI).  The following procedures are designed to comply with these regulations and also offer common-sense guidelines for guaranteeing the confidentiality of any client information.

1. All new UCCS staff with access to EPHI will go through the University of Minnesota HIPAA and Data Security training programs.

2. Staff will always keep office doors locked when not in the office.

3. Any hard copies of confidential client information will be kept in a lockable drawer which will be locked when the staff member is not in the office.

4. All computers with EPHI access will be monitored by the staff member(s) assigned to that computer to make sure only appropriate UCCS staff access EPHI.

5. Computer screens will be kept out of view of clients when EPHI data is on the screen.

6. Visitors and anyone not authorized to have access to EPHI will not be left alone in areas where EPHI may intentionally or inadvertently be accessed.

7. Each employee with EPHI access is required to use a unique user name and password that he/she must use when accessing protected electronic files, software programs and/or external accounts. Passwords cannot be shared with other employees with EPHI access.  
8. Passwords must be "hardened" and contain at least eight characters with at least one capital letter, one numeral and one symbol.  Passwords cannot be based on personal information about the individual (e.g., family or pet names) that would make it easy to guess a user's password. 

9. Periodically computers will prompt staff to change passwords.  UCCS staff will change their EPHI passwords every six months or when prompted and will not use passwords they have used previously.

10. UCCS computers with access to EPHI will have automatic log-off screensaver features that will be set to automatically log off a user if the computer is inactive for more than 15 minutes. The only way to deactivate the screensaver and reactivate the computer system is by entering a unique user name and password.

11. When using the client scheduling system, staff must take measures to ensure that unauthorized persons are unable to view EPHI, including client names.  UCCS staff, with the exception of front desk and records personnel, should keep the “Show Client Names” option turned off at all times. 
12. All computers with access to EPHI will be set to lock any time that there are three unsuccessful login attempts or device using an inappropriate user name or password.  Access to unlock the computer will be limited to appropriate UCCS technical and administrative staff.
13. UCCS staff are required to log off of all software, external connections, and completely log out of the computer system and turn the computer off at the end of each workday.

14. UCCS staff are prohibited from downloading or otherwise installing any software on the computer system that has not been approved by the appropriate UCCS administrative staff.  This includes but is not limited to computer games, Instant Messaging software, and screen savers. UCCS technical staff will take responsibility to download any software needed for UCCS work responsibilities.
15. All EPHI will be treated the same as any other UCCS client information and will not be allowed to leave Eddy Hall except for transfer to UCCS satellite offices via an approved and HIPAA-compliant courier service.

16. UCCS staff and trainees must remove all EPHI from software or hardware (e.g. DVDs, CDs, documents on laptops etc.) prior to removing any computers, devices and media from Eddy Hall.  Any exceptions to this must be cleared through the Security Officer or appropriate UCCS administrator.

17. UCCS staff are required to report to the Director and Security Officer any actual or suspected attempts by unauthorized individuals to access UCCS EPHI. In the event that both the Director and the Security Officer are not available, a report will be made to the staff member responsible for covering UCCS administration.  


A security breach that allows outsiders to access EPHI is a very serious situation.  
Any security breach must be reported not only to the University of Minnesota 
compliance office, but also to the federal government as well.  These actions 
initiate investigations at several different governmental levels, and if it is found 
that the breach occurred because an organization was out of HIPAA compliance, 
significant fines can result.  As a result any possible security breaches must be 
addressed immediately.

This report must be made immediately after a security incident is discovered or suspected.  (If the incident is experienced during evenings or weekends, appropriate UCCS administrators should be contacted using after-hours contact numbers.  Evidence of such attempts would include a computer locking up from too many unsuccessful log-in attempts, unusual actions of the computer (for example pop up ads appearing seemingly out of nowhere) etc.
18. Any transmission of EPHI using the internet will be done only on the University of Minnesota internet servers.  Non-University internet providers/servers (e.g. Yahoo, EarthLink etc.) will not be used to transmit EPHI on UCCS clients.

19. Compliance with UCCS HIPAA Policy and Procedures will be considered part of the expected performance expectations for UCCS employees. Violation of UCCS HIPAA Policy and Procedures will be considered as being below performance expectations and will be responded to by the UCCS Director or a designee of the Director.  Violation of these policies/procedures may result in disciplinary action. 

I have read and agree to adhere to the policies, procedures and professional practice principles contained in the UCCS Computer Security Policy and Procedures document.

Staff Signature__________________________________

Date______________

Printed Name ___________________________________
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